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TEPMUWHBI U OITPEJIEJIEHUSA

Be3onacHoCcTh MEpPCOHATBHBIX JAHHBIX — COCTOSIHHE 3allUIIEHHOCTH TEPCOHANBHBIX TaHHBIX,
XapaKTepU3yeMoe CIOCOOHOCThIO TOJIb30BaTENeH, TEXHUYECKHX CPEACTB M HWH(GOPMALMOHHBIX
TEXHOJIOTHI 00eCeunuTh KOH(PHUACHIUATBHOCTh, IEIOCTHOCTh M JOCTYHMHOCTh MEPCOHAIBHBIX
JaHHBIX TpH HUX 00paboTke B HMHPOPMAIMOHHBIX CHCTEMax IE€PCOHAJbHBIX  JAHHBIX.
JlocTyn B OmepamuoHHYH cpely KoMmnbioTepa (MHGOPMALMOHHOI CHCTEMbI MEPCOHAIBHBIX
JAHHBIX) - TIOJyYeHHE BO3MOXKHOCTH 3alycka Ha BBINOJIHEHHWE INTAaTHBIX KOMaH[, (QYHKIHH,
OpOLEAYp ONEPAlMOHHOW CHUCTeMBbl (YHUYTOXCHHS, KOMHUPOBAHHS, TIEPEMEIICHUS H T.II.),
UCIIOJTHSIEMBIX ¢aiinos MPUKIIATHBIX MIPOrPaMM.
HJoctyn k wuHdopManmum — BO3MOXHOCTH IMONy4eHUsS HWHPOPMAIMM W €€ HUCIOJIb30BaHUS.
Nnentudukanms - mpuCBOCHHE CyObeKTaM H OOBEKTaM J0CTyna WACHTH(UKAaTopa W (WUJIH)
CpPaBHEHHE TPEIBSIBISIEMOr0 HJISHTU(PUKATOpA C TMEPEYHEM TPUCBOCHHBIX HWICHTH(PHUKATOPOB.
NudopmanuonHasi cucreMa NepCcOHAJbHBIX JAHHBIX — COBOKYITHOCTh COJEpKaluxcs B 0aszax
JAHHBIX MEPCOHATBHBIX JAaHHBIX U 00ECTICUUBAOIINX X 00pabOTKy MH(POPMAITMOHHBIX TEXHOJIOTHN
u TEXHUYECKHUX CPEJICTB.
HcTounuk yrpo3sl 6e30nacHOCTH WH(OPMANMU — CYOBEKT JIOCTYIA, MATEPHATBHBI OOBEKT WIIH
buznyeckoe sBIEHUE, SBISAIONINECS TPUIMHON BOSHUKHOBEHUS YIpo3bl 0€30MacHOCTH WH(OPMALIUH.
KonTposmpyemast 30Ha - 3TO HPOCTPAHCTBO, B KOTOPOM HCKIIIOUEHO HEKOHTPOJIUPYEMOE
npeObIBaHNe COTPYIHUKOB M MOCETUTENIEH onepaTopa M MOCTOPOHHUX TPAHCIOPTHBIX, TEXHUYECKUX
u WHBIX MaTepUaTbHBIX CPEICTB.
HecaHKIMOHUPOBAHHBIN J10CTYN (HECAHKIMOHUPOBAHHBIE NeHCTBUS) — JOCTYNl K HHPOPMAIUH
WK JeUcTBUs ¢ MHPOpMaIIMel, HapyIIaloie MpaBuia pasrpaHUYeH sl JOCTYIa ¢ UCIONIb30BaHHEM
MITATHBIX CPEJICTB, MPEIOCTABISIEMbIX WH()OPMANMOHHBIMA CHUCTEMAMH TEPCOHAIBHBIX JTAHHBIX.
O0padoTKa MepCOHANBHBIX JAHHBIX — JTI000C JEeUCTBUE (OTepaIis) Wil COBOKYITHOCTh NEUCTBUI
(omepamnmii), cOBEpIIaEMBIX C HCIOJIH30BAHUEM CPEJICTB aBTOMATH3AIMH WM 0€3 WCIOJIh30BAHUS
TaKUX CPENICTB C MEPCOHATBHBIMU JTaHHBIMH, BKJIIOYasi cOOp, 3aMKiCh, CHCTEMATU3alINI0, HAKOIIJICHHE,
XpaHEHue, YyTOYHEHHE (OOHOBIEHHE, W3MEHEHHUE), W3BJICUYECHUE, HCIOJIb30BaHUE, leperady
(pactpocTpaHeHue, MpeNoCTaBIE€HUE, [OCTYM), O0e3nuuuBaHHe, OJOKHUpOBaHUE, yJaJIEeHHeE,
YHHUYTOXKCHUE MePCOHATBHBIX JTAHHBIX.
OmnepaTop - ToCyIapCTBEHHBI OpraH, MYyHUIIMIAIbHBIN OpraH, IOpUAMYECKOE WM (U3ndecKoe
JUI0, CAMOCTOSITEIbHO WJIM COBMECTHO C JPYrUMHU JIMIIAMHA OpraHu3ymoomme u  (Win)
ocyIIecTBIsone 00paboTKy MEPCOHANBHBIX JaHHBIX, a TAaKKe OMpPENeNSIIoNIe Heau 00padoTKu
MEePCOHANIBHBIX JITAHHBIX, COCTAaB IEPCOHAIBHBIX JAHHBIX, MOMJICKAIIUX O00paboTKe, EeUCTBUS
(omepanun), CoBeplIIaeMble c MEePCOHATBHBIMU JTaHHBIMHU.
IlepconanbHble AaHHBIEe — J100ass wWHpOpMaNWsI, OTHOCAMIASCS K TPSIMO WJIA KOCBEHHO
OTIpeieIEHHOMY WM OIlpeneiasieMoMy (U3HUecKOMy IHUIy (CYOBEKTy NEepCOHAIBHBIX JTaHHBIX).
[Monb30BaTe b MH(POPMALMOHHOM CHCTEMbl MEPCOHAJBHBIX JAHHBIX — JIUIIO, YYacTBYIOIIEE B
(GYHKIIMOHUPOBAaHUHM HMH(DOPMALIMOHHOW CHCTEMBbI TEPCOHANBHBIX MaHHBIX WM HCIIOJIb3YIOIIEe
pe3yJIbTaThl ee (G YHKITNOHUPOBAHHSI.



[IpaBuia pa3rpaHuYeHusi JOCTYNA — COBOKYITHOCTb MPAaBWJ, pEriiaMEHTHPYIOMIMX IpaBa J0CTYyIa

CyOBEKTOB J0CTYyTIa K 00BEeKTaM JIOCTYTIA.
Pecypc uHGOPMALMOHHOI CHCTeMBI - MMEHOBAHHBIM 3J€MEHT CHUCTEMHOTO, NMPHKIAJHOTO WU
anmnapaTHoro o0ecrieyeHus (GyHKIIMOHUPOBAHUS MH(POPMALMOHHOM CUCTEMBI.

CpencTBa BBIYHCINTEIbHONH T€XHHKH - COBOKYITHOCTh MPOTPAMMHBIX U TEXHUYECKHX JJIEMEHTOB
cucTeM 00pabOTKHM JaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSITENILHO MIIM B COCTaBE JIPYTHUX
CHCTEM.

Cy0bekT pocryma (cy0ObeKkT)- JMIO WIM Ipolecc, ACHCTBUS KOTOPOrO perjiiaMeHTHPYHOTCS
npaBUIaMU pasrpaHHUYCHHS JOCTyTA.
TexHuuyeckue cpeacTBa HH(POPMALMOHHOW CHCTeMbl MEPCOHAJIBHBIX JAAHHBIX - CpEICTBA
BBIYUCITUTEIILHOW TEXHHUKH, HH()OPMAIIMOHHO-BBIYMCIUTEIbHBIC KOMIUIEKCHI M CETH, CPEICTBA M
CHCTEMBI IIepelaud, MpueMa U 00pabOTKM TNEepPCOHAIBHBIX IaHHBIX (CPEACTBA M CHCTEMBI
3BYKO3aIlMCH, 3BYKOYCWJICHUS, 3BYKOBOCIIPOWM3BEICHHS, IIEPETOBOPHBIC H  TEJICBH3HOHHBIC
YCTPOKMCTBA, CPECTBA U3TOTOBJICHUS, THPAKUPOBAHUS IOKYMEHTOB U JIPyTrUe TEXHUUECKUE CPEICTBA
00paboTKK peueBoi, rpaduyeckor, BUACO- U OyKBEHHO-IM(PPOBOKW WHGOPMAIUHU), MTPOTPAMMHEIE
cpezacTBa (ONeparMoOHHBIE CHCTEMBI, CHCTEMBI yIIpaBiieHUs 0a3aMy TaHHBIX U T.IL.), CPEJICTBA 3aIUTHI
uHpopmanuu.

Yrpo3sl 06e30acCHOCTH NEPCOHATbHBIX JAaHHBIX — COBOKYIIHOCTb YCJIOBUH M  (PaKTOpOB,
CO3JIAIONIMX OINACHOCTh HECAaHKIMOHMPOBAHHOTO, B TOM 4YHCIE CIy4alHOro, JOCTyHa K
NEPCOHANBHBIM JIaHHBIM, pE3yJbTaTOM KOTOPOTO MOXKET CTaThb YHHYTOXXKEHHE, W3MEHEHHE,
OJIOKMpOBaHKE, KOITMPOBAHKE, PACIIPOCTPAHCHUE MTEPCOHALHBIX TAHHBIX

VYazumocrs HUCII/[In — Henoctarok wid ciadoe MECTO B CHUCTEMHOM WM IPHUKIAJIHOM
IPOrpaMMHOM (IIPOrPaMMHO-ANMapaTHOM) OOECHEYeHUH aBTOMATH3UPOBAHHOW HH(OPMAIMOHHOU
CUCTEMBI, KOTOPOE MOXKET OBITh HUCIOJL30BAaHO JUIS peanu3aluu yrpo3bl OezomacHoctu [1/1H.

LesocTHOCT MHGOPMANMKU - COCTOSIHHE WH(POPMALUU, NPH KOTOPOM OTCYTCTBYET IJt00oe ee
M3MEHEHHUE JINO0 M3MEHEHHUE OCYIIECTBISIETCS TOJIBKO MPEIHAMEPEHHO CYObEeKTaMH, UMEIOLIUMH Ha
HEro Mpaso.

NEPEYEHb COKPAIIIEHU
ABIIO — anTUBHpYCHOI IpOrpaMMHOE 0OecIiedeHHe
APM — aBTOMarH3upoBaHHOE pabouee MecTo
NCI1IH — nadopmalmoHHast CucTeMa IMepCOHATTBHBIX JaHHBIX
JIBC — nokayibHast BIYMCIIUTENbHAS CETh
HC/] — HecaHKIIMOHMPOBAHHBIN JOCTYTI
OC — onepatmoHHas cucrema
IT/1H — mepcoHaIbHBIE JaHHBIE
ITO — nporpammHoOe obecnieueHne
C3U — cpencTBa 3amUThl H”HGOPMAIUU
C3I1/I1 — cucrema (oacucTemMa) 3alUThl IEPCOHATBHBIX JaHHbBIX
TKY U — texunyeckre KaHaIbl yTeUKH HHDOPMALIN

YBI1/IH — yrpo3sl 6€30MacHOCTH IEPCOHATTBHBIX TAHHBIX



BBEJEHUE

Hacrosimas Ilonutuka wHpOpManmonHoir Oe3onacHoctu (manee [lomutuka) YOY COIL
«Kpucramun» (nanee Oneparop), paspadoTaHa B COOTBETCTBHHU C LIEISIMH, 3a/la4aMH U NPUHIUIIAMA
oOecrieyeHns OE30MACHOCTH MEPCOHATBHBIX JJAHHBIX.

ITonmutuka pa3pa60TaHa B COOTBECTCTBHHU C Tpe6OBaHI/I${MI/I HOPMATHUBHBIX TOKYMCHTOB:

- ®epnepanpHoro 3akoHa ot 27 utonsa 2006 r. Ne 152-03 «O mnepcoHalbHBIX JaHHBIX» (B
pen.29.07.2017 r.);

- [TocranoBnenus I[IpaBurenscrtBa «OO0 yTBep)KACHUH TPeOOBAaHUM K 3alMTe NEPCOHAIbHBIX
JAHHBIX NPH X 00paboTKe B MHPOPMALIMOHHBIX CHCTEMaX MepCOHANbHBIX JaHHbIX» oT 01.11.2012r.
Nell19;

- [Tpuxaza «O0 yTBEp»KACHUH COCTaBa M COJACPKAHUS OPraHU3ALMOHHBIX U TEXHUYECKHX MeEp
no obecredyeHnto OEe30MaCHOCTH NMEPCOHATBHBIX JAaHHBIX MPH UX 00paboTke B MH(POPMALMOHHBIX
CUCTEeMax MepCOHANBHBIX JaHHBIX» 0T 18 deBpansa 2013 r. DCTOK N 21.

B Tlonutuxe omnpenenensl TpeboBaHus k nepcoHany WCIIJIH, cTeneHb OTBETCTBEHHOCTU
HepcoHaNa, CTPYKTYypa M HEOOXOAMMBIM YpOBEHb 3aIlMIIEHHOCTH, CTAaTyC MU JOJDKHOCTHBIE
00513aHHOCTU COTPYAHHKOB, OTBETCTBEHHBIX 3a o0OecreueHrne 0e30IacHOCTH NEPCOHAIbHBIX JaHHbBIX
B UCII[In HOY COLI «Kpucramm.

1. O0ue MoJI0KEeHUS

Henpro nHactosmeit [lomutuku siBasercss obecnedeHre 0€30macHOCTH OOBEKTOB 3allUTHI
OnepaTopa OT BCeX BHUJIOB yIrpo3, BHEIIHUX U BHYTPEHHUX, YMBIIIJIEHHBIX U HENPEIHAMEPEHHBIX,
MUHHUMH3ALHUA yiiepoa ot Bo3MoxkHoU peanu3anuu Y BITJ[H.

MepLI o obOecredyeHno 0e30IacHOCTH MNEPCOHAJIbHBIX JAHHBIX IMPUHHUMAKOTCA IJId 3alllUThI
MNEPCOHATIBHBIX JAaHHBIX OT HCIPAaBOMCPHOI'O WA CJIy‘-IB.fIHOFO AOCTyIla K HHUM, YHHYTOKCHUA,
N3MCHCHMUA, 6J'IOKI/Ip0BaHI/IH, KOIMUPOBAHUA, IMPEAOCTABICHUA, PACIHPOCTPAHCHUA TMEPCOHAIBHBIX
JaHHBIX, a@ TAK)XKE OT MHBIX HEIIPABOMCECPHBIX I[GﬁCTBHfI B OTHOHICHUH MECPCOHAIBHBIX JAHHBIX.

WNudopmanus U cBsi3aHHbIE C HEM pecypchl JOJDKHBI ObITh JOCTYIHBI Il aBTOPU30BaHHbBIX
nojb3oBarenei. JlOJKHO OCYIIECTBIATBCS CBOCBPEMEHHOE OOHAPYKEHHME U pearupoBaHUE Ha
VYBIH.

I[OJ'DKHO OCYHICCTBIIATHCA MPECAOTBPAICHHUE NMPECAHAMCPCHHBIX WA cnyqaﬁHHx, YaCTUYHBIX
HJIN TTOJIHBIX HCCAHKIITMOHHUPOBAHHBIX MO)II/I(l)I/IKaI_[I/Iﬁ HJIM YHUYITOXKCHUA JaHHBIX.

2.00yacTh 1eCTBUSA

TpebGoBanusi Hactosiiedt [loMUTHKM pacpoCTpaHSAIOTCS Ha BCEeX COTPyAHHKOB Omeparopa
(IITAaTHBIX, BPEMEHHBIX, pa0OTAIONIUX 110 KOHTPAKTY U T.II.), @ TAKXKE BCEX MPOYHX JHII (TOIPSAIYNKH,
ayJIUTOPHI U T.I1.).

3. Cucrema 3AIIMTHI NEPCOHAIBHBLIX JAHHBIX
Cucrema 3amuThl nepcoHanbHbIX AaHHBIX (C3I1[IH), cTpouTcs HA OCHOBAaHHUU:
— [epeyHs NepCOHANbHBIX JAHHBIX;
— YaCTHOW MOJIENIH aKTyaJIbHBIX YTPO3 U BEPOSITHOI'O HAPYIIUTEIIS;
- MOJIOKEHUS O pa3TrpPaHUUYEHUH IIPaB JOCTYyNa K EPCOHAIbLHBIM JaHHBIM;

— HopMaTuBHBIX 10KyMeHTOB PCTOK u ®Cb Poccun.
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Ha ocHOBaHUM 3TUX TOKYMEHTOB OMPEIEIAETCS HEOOXOUMBIN YpoBeHb 3amuiieHHocTH [11H
kaxnoit MCIIJIn Omneparopa. Ha ocHOBaHMM aHain3a akTyaJbHBIX yrpo3 Oe3omacHoctd I1J[H
ONMCAaHHOTO B YacTHOM MOJEIM aKTyalIbHBIX YyIrpo3 M BEPOATHOTO HAPYUIUTENsS, JeJIaeTcs
3aKJTFOYCHHE O HEOOXOJUMOCTH WCIOJIb30BAHUS TEXHUYECKHX CPEJICTB U OpraHU3alMOHHBIX
MeponpuaThii s obecrieueHus OezomacHoctd I1/[H. BbeiOpanHble HE0OXOAMMBIC MEPOTPUSITHS
oTpaxkaroTcst B [lane meponpustuii Mo BHYTPEHHEMY KOHTPOIO 3a COOJOJeHHEM 0e30MacHOCTH
MEPCOHAJIbHBIX JaHHBIX.

Opranu3anroHHbIe MEPOIPUSATHS JOIDKHBI BKIIIOYATH!
- IPaBOBOE OCHOBaHME ISl cOOpa MEPCOHANBHBIX JTAaHHBIX;
- OIIpeJIeTICHNE OTBETCTBEHHBIX JIUI] 32 COOJIIOAEHHEM Mep O€30I1aCHOCTH;
- 3alUTY MEPCOHATBHBIX TAaHHBIX, 00pabaThIiBaeéMbIX 0€3 CPEeICTB aBTOMATU3AINH;
- 3alUTY MEPCOHATBHBIX TAaHHBIX, 00pa0daThIBA€MbIX C IPUMEHEHHEM CPECTB aBTOMATH3AIIH;
— 3alUTy OOBEKTOB OT XHUILEHUS;
- 3alIUTY ChEMHBIX HAKOTIUTENEH, COIEPKAIINX ITePCOHATIbHBIC TaHHbIC;
- BOTIPOCHI YHUUYTOKECHHUS TIEPCOHANBHBIX JTaHHBIX.

B 3aBucumoctu ot ypoBHs 3amuineHHocTd MCIIJIH m axryaneHbix yrpos, C3II/In moxer
BKJIIOYATh CJICAYIOIINE TEXHUYECKUE CPEACTBA:

— 3alIUTHl OT HECAHKIIMOHUPOBAHHOTO JOCTYIA K MEPCOHATBHBIM JAHHBIM;
— AHTUBUPYCHOM 3aIIUTHI U1 pabo4KX CTaHIIUN MOJIb30BaTENeH U CEPBEPOB;
— MEKCETEBOTr0 IKPAHUPOBAHHS;

— oOHapyXeHHs BTOPKEHUH;

- KOHTPOJIS 3aIUIIEHHOCTH IEPCOHATIBHBIX JAHHBIX;

- KpunTorpadguueckoil 3ammTsel MHGOpMaLKK, MU Mepefade 3aluinaeMol MHGOpMaluu Mo
KaHajaM CBSI3U;

- 3aIIUTHI CPEABl BUPTYAIU3ALUU;
- 3amuTel oT yreuku o TKYU.

3.1. TpeooBanus k nogcucremam C3I11u
C3HZ[H MOJKET BKJIIOYATh B ce0s cIeaAyromue nNnoACuCTEMBbI:

- Wnentudukanuu U ayTeHTU(UKAUNA CYOBEKTOB JOCTYyMa U 00bekTOB Aoctyma. [loncucrema
obOecrieunBaeT TPHCBOCHHWE CYOBEKTaM H  OOBEKTaM  JIOCTyla YHUKaJIBHOTO  IpPHU3HAKa
(uneHTUUKATOPa), CPABHEHUE MPEABSIBISIEMOT0 CyOBEKTOM (00BEKTOM) TOCTyIa HISHTU(UKATOPA C
MEPeYHEM TPUCBOCHHBIX HJICHTU(UKATOPOB, a TakKe TPOBEPKY MPUHAIICIKHOCTH CYOBEKTY
(00BEKTY) HOCTyIa NPEABIBICHHOTO UM HACHTU(UKATOpa (TTOATBEPKICHHIE MTOATUHHOCTH).

- VYnpasieHus J0CTynoM cyOBbeKTOB J0CTyma K o0bekTaM foctyna. [loacucrema obecnieunBaer
ylpaBjeHUe IpaBaMH U TPUBUIETHSIMH CyOBEKTOB JIOCTYIA, pa3rpaHUYEHHE JOCTYyMa CYObEKTOB
JOCTyna K OOBEKTaM J0CTyla Ha OCHOBE COBOKYIMHOCTH YCTAQHOBJIEHHBIX B HH(OpMAIMOHHON
CUCTEME TNpaBWJ pa3rpaHUUYEHUs AOCTYIA, a TaKkKe 00ecreuynBaeT KOHTPOJIb 3a COONIOIEHUEM ITHX
IIPaBUII

— Orpanundenust mporpammHoii cpeabl. [loncucrtema obecrieunBaeT YCTAaHOBKY M (MITH) 3aIlyCK
TOJIBKO Pa3pEIIeHHOTO K UCIIOIh30BaHUIO B MHPOPMAIIMOHHON CUCTEME IMTPOTPAMMHOTO 00ECTICUECHHS
WIM WCKIII0YaTh BO3MOXKHOCTH YCTAaHOBKH M (WJIM) 3allycKa 3ampelieHHOr0 K HCIONb30BAaHHUIO B



WH()OPMAITMOHHOM CHCTEME MMPOTPAMMHOI0 00ECTICUCHH S

- Perucrpanuu coObituii 6e3onacHoctu. [loacucrema obecreunBaeT cOop, 3aUCh, XpaHEHHE U
3alUTy HMHQOpPMAIMM O COOBITUAX Oe30MacHOCTH B HMHGOPMAIMOHHON CHUCTEME, a TakKkKe
BO3MOXKHOCTH MPOCMOTpPA U aHaIHM3a WH(POPMAIMU O TAKUX COOBITUSAX U pearupoBaHHE Ha HUX.

- AHnTuBHpycHOU 3ammthl. [logcucrema obecriedmBaeT OOHapyKeHHE B WH(DOPMAIIMOHHON
CUCTEME KOMIIBIOTEPHBIX IpOrpamMM JUOO0 HHON KOMIIBIOTEpHOW HHGpOpMAIMH, IMpeaHa3HAYeHHON
JUIE  HECAaHKUIMOHHUPOBAHHOTO YHMYTOXKCHHUS, OJIOKMPOBAHHS, MOAU(HUKALNK, KONHUPOBAHUS
KOMIIBIOTEPHOH HMHQOpPMALMK WIM HEUTpadu3aluu CpEeACTB 3alluThl HHGOpPMAIMH, a TaKKe
pearupoBaHue Ha OOHAPYKEHUE ITHX MPOTrpaMM U WH(OPMAIIHH.

- Oo6napyxenus (mpenoTBpaineHusi) BropkeHuil. [lomcucrema obecriednBaeT OOHApy)EHUE
neiicTBuil B MH(OPMAIIMOHHOW cHCTEME, HANpaBJIEHHBIX HAa HECAaHKUMOHUPOBAHHBIA JIOCTYH K
uHpOpMaLKK, CleIUAIbHBIE BO3ACUCTBUS HAa WH(OPMAIMOHHYIO CHCTEMY W (WJIM) MepcOHATbHBIC
JAaHHBIE B 1IEJIAX JOOBIBAHUS, YHUUTOXKECHUS, UCKQKEHUS U OJIOKMPOBAHUS JOCTYyMA K EPCOHATbHBIM
JaHHBIM, a TAKKC pCarupoOBaHUC HA 3TU ILCP'ICTBPISI.

— Kontpons (aHanmm3a) 3amuIneHHOCTH IMEPCOHANBHBIX MaHHBIX. llogcucrema obecrneunBaet
KOHTPOJIb YPOBHS 3aIIMIIEHHOCTH NEPCOHANBHBIX IaHHBIX, 00pabaTbiBaeMbIX B MH()OPMALMOHHON
CUCTCMEC, IIYTCM MPOBCACHUA CUCTEMATUYCCKUX MepOHpI/IﬂTI/If/'I 0 aHajlu3y 3allUuIICHHOCTHU
MH()OPMAIIMOHHOW CHCTEMBI M TECTHPOBAHHIO pab0TOCIIOCOOHOCTH CUCTEMBI 3alIUTHI EPCOHATBHBIX
JAHHBIX.

- OOGecnieyeHusi 1LETOCTHOCTH HMH(POPMAIIMOHHONW CHUCTEMBl U TEPCOHAIBHBIX JaHHBIX.
[Toncucrtema  oOecneunBaeT  oOOHapykeHHE  (DAKTOB  HECAHKIMOHHUPOBAHHOTO  HApyIICHUS
[EJIOCTHOCTH MH(POPMAITMOHHON CUCTEMBI U COJCPIKAIIUXCS B HEW NMEPCOHAIBHBIX JaHHBIX, 4 TAKXKE
BO3MOXXHOCTh BOCCTAHOBJICHUSI WH(GOPMAIIMOHHON CHCTEMBI U COAEPKALIUXCS B HEH MEepCOHATBHBIX
JIaHHBIX.

- OOecnieyeHus:  JOCTYITHOCTH  TEPCOHANBHBIX  JaHHBIX. [lojacucrema  obecrneunBaeT
ABTOPU30BAaHHBIN JOCTYN MOJIb30BaTENIeH, UMEIOIINX MTpaBa Mo JIOCTYIY, K MEPCOHAIBHBIM JaHHBIM,
coiepxammmcsi B WHOOPMAIMOHHOM CHCTEMe, B INTATHOM pPEXHME (PYHKIIMOHUPOBAHUS
WH(OPMAIIMOHHON CUCTEMBI.

- 3amuTel cpeabl BUpTyanusauuu. Iloacucrema MCKIIIOUaeT HECAHKIMOHUPOBAHHBIN JOCTYI K
NEPCOHAIBHBIM JIaHHBIM, 00pal0aThIBAEMbIM B BHUPTYaJbHOM HMHQPACTPYKType, U K KOMIIOHEHTaM
BUPTYaJIbHON MHPPACTPYKTYpPHI U (UJIM) BO3JeHCTBUE HA HUX, B TOM YHCJE K CPEICTBAM yIpaBlIEHUS
BUPTYaJIbHOW HH(QPACTPYKTYypOi, MOHUTOPY BHUPTyaJbHbIX MAaIIUH (TUIEPBU30pPY), CUCTEME
XpaHeHMs JAaHHBIX (BKJOYas CHCTEMY XpaHEHHUs 00pa3oB BHUPTYaJIbHOW HHQPACTPYKTYphI), CETH
nepefaud JaHHBIX Yepe3 AJIEMEHThl BUPTYalIbHOW WINM (U3NYECKOM MHQPACTPYKTYphl, TOCTEBBIM
OTEpALlMOHHBIM CHCTEMaM, BUPTYAJIbHbIM MalIMHaM (KOHTEHHEpaM), CUCTEME M CETH PeIIMKalUH,
TEPMHUHAIBHBIM M BHUPTYaJbHBIM YCTPONCTBaM, a TaKXE CHCTEME pPE3EPBHOIO KOIHUPOBAHMS H
CO3/1aBAEMBbIM €10 KOIIHSM.

— 3amuTel TeXHUYECKUX cpeactB. [loacucrema MCKItOUaeT HECAaHKIIMOHUPOBAHHBIN JTOCTYI K
CTAIlMOHAPHBIM TEXHUYECKUM CpeICTBaM, 00palaThIBAIOIIMM TEPCOHANBHBIE JTaHHBIE, CPEICTBAM,
obecreunBaronuM ()yHKITMOHUPOBaHUE MH(HOPMAIIMOHHONW CHUCTEMBI (Jlajiee - CPeACTBA 00eCTICUCHHS
(GYHKIIMOHUPOBAHUS), U B MOMEIICHHUS, B KOTOPBIX OHU MOCTOSHHO PACIHOJIOKEHBI, 00€CIIeYNBACT
3alIUTy TEXHUYCCKUX CPEACTB OT BHCIITHHX BOSHCﬁCTBHﬁ, a TaKXKC 3alllUuTy MNCPCOHAIBHBIX HTAaHHBIX,
MPEJICTABICHHBIX B BHJIe MHPOPMATUBHBIX JJIEKTPUUECKUX CUTHAJIOB U (DU3MUECKUX MOJCH.

- 3amuTel MHQOPMAITMOHHONW CHCTEMBI, €€ CpEJCTB, CHUCTEM CBA3M M Iepelayd JIaHHBIX.
[Toncucrema obecrieunBaeT 3alIUTy NEPCOHANBHBIX JAaHHBIX NMPU B3aUMOAEUCTBUY NH(OPMALMOHHON
CHUCTEMBl MJIM €€ OTAEIbHBIX CErMEHTOB C MHBIMM HMH(QOPMALMOHHBIMU CHUCTEMaMH U
MH(OPMALIMOHHO-TEJIEKOMMYHUKAIIMOHHBIMU  CETSIMM  TIOCPEJICTBOM TMPUMEHEHHUS! apXUTEKTYphI
UH(POPMALIMOHHOM CHCTEMBI M IPOEKTHBIX pEIICHUi, HalpaBIeHHBIX Ha o0ecreyeHrne 0e30macHOCTH



NEPCOHATBHBIX TaHHBIX.

- BbIsiBIIeHMS MHIIMIEHTOB U pearupoBaHuio Ha HUX. [loacucrema obecrieunBaeT oOHapyKeHHE,
UJCHTU(PUKALMIO, aHAINW3 WHLUICHTOB B MH(POPMALMOHHOM cHUCTEMe, a TakkKe NPUHATHE Mep 10
YCTPAaHEHMIO U IIPEAYIPEKICHUIO HHIUICHTOB.

- VYrupasnenus KoHpuUrypanueld WHPOPMAIMOHHONM CHUCTEMBI W CHUCTEMOWM  3allUThI
nepcoHaNbHBIX JaHHBIX. [lojcucrema obecrieyuBaeT yIpaBieHHE W3MEHEHHUSIMH KOH(UTypanuu
WH(OPMAIIMOHHONW CHCTEMBI M CHCTEMBI 3aIIMTHI MMEPCOHATBHBIX JAHHBIX, aHAIU3 MOTEHIIUAIBHOTO
BO3/ICICTBUS IJIAHUPYEMBIX M3MEHEHMI Ha oOecrieyeHre Oe30MacHOCTH MEePCOHANIbHBIX JAaHHBIX, a
TAKXe€ JOKYMEHTUPOBAHUE dTUX U3MECHEHUM.

3.2. Ioan3oareau UCIIIn

B UCII[n OnepaTopa MOXHO BBIACIUTH CIEIYIOIIME TPYIIbI MOJb30BATEICH, Y4aCTBYIOIIUX
B 00paboTke u xpanennu [1/1H:

- aamuauCcTpaTopsl 6e3omacnoctu UCTI/H;
- nosnws3oBatenu UCII/IH;
— CHUCTEMHBIE aIMUHUCTPATOPBI.

JlaHHble O rpymmax Hojb3oBaTelel, ypoBHE MX JIOCTyNa U MH(MOPMUPOBAHHOCTH JOJIKEH
ObITh OTpaxkeH B [1oyi0)keHNN 0 pa3rpaHUYeHUH MIPaB I0CTYIA K IEPCOHAIBHBIM JIaHHBIM.

Anmunuctpatopsl 6ezonacuocta UCIIH:

AnmuHucTpaTopoM  0O€30macHOCTH  SBISETCS  INTaTHBIA — coTpynHuk  Omeparopa,
OTBETCTBEHHBIH 3a ¢pyHkiuonuposanue C3I1/In, HazHayaeTcs npukazom Jupexropa.

AJMUHHCTpPATOP 0€30MMaCHOCTH 00JIaJaeT CJICYIONIMM YPOBHEM JIOCTYIIA U 3HAHUM:
- obnanaer npaBamu aamuHuctpatopa UCII/H;
- obnamaet nosHou uHpopmarmeit 06 UCII1H;

— UMEEeT JIOCTYI K CPe/ICTBaM 3alIUThl HHPOPMAILIMU U MPOTOKOJIMPOBAHUS U K YACTH KIFOUYEBBIX
anemenToB UCII/IH;

- HE UMEET MpaB J0CTyNa K KOHOUTYPUPOBAHUIO TEXHUYECKUX CPEJICTB CETH 3a UCKIIOYCHUEM
KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

AnMuHHUCTpaTOp 0E€30MaCHOCTH YIIOJTHOMOYEH:

- pean30BbIBaTh MOJIUTUKH Oe30macHOCTH B yacTH HacTpoiiku CK3W, MexceTeBbIX 3KpaHOB U
CHCTEeM OOHAapyXEeHMs aTakK, B COOTBETCTBUU C KOTOPBIMH I10JIb30BATENb I0JIy4aeT BO3MOKHOCTh
paborats ¢ anementamu UCTIH;

- OCYHICCTBJIATH ayAUT CPCACTB 3alIUTHI;

- YCTaHABJIMBATh JOBCPUTCIBHBIC OTHOIICHUA CBOCH 33HH/IH.[CHHOI71 CETU C Jpyrumu
3allIUIIICHHBIMH CCTAMM.

[TonwzoBarens UCITIH

[Tonb3oBarenem MCII[AH sBasercs mraTHeId coTpyaHMK Omneparopa, OCYIIECTBISIOLIUN
o6pabotky [1JIn. O6pabotka I1/lH BKIrOUaeT: Bo3MOKHOCTH npocmotpa [1/1H, pyunoii BBox I1/IH B
cucremy MCII[H, QopMmupoBaHue CIpaBOK M OTYETOB MO HH(opmaruu, noiaydenHo uz MCII/I.
[Tonp30BaTens He HMMEET IOJHOMOYUM MJis YIpPaBIeHUS IOJICUCTEMaMH OOpaOOTKH JaHHBIX U
C3I1 /8.

[Tomp3oBarens UCII/IH o6amaeT cienyomyuM ypoOBHEM IOCTyNa U 3HAHUMN:



- oOnamaer BceMH HEOOXOAMMBIMH aTpuOyTamH (Hampumep, Mmapojem), 00ecreUrBaAIOIIMHU
JIOCTYII K HEKOTOpOMY NOAMHOKeCTBY I1/1H;

- pacojiaract KOH(bI/I,Z[eHI_[I/IaJ'IBHBIMI/I JaHHbIMH, K KOTOPBIM UMCCT JOCTYII.
CucreMHbIe AJIMHUHUCTPATOPLI:

CHCTEMHBIM aIMUHUCTPATOPOM MOXKET OBITh IITATHBIM COTpymHUK Oreparopa WM JUIa
CTOPOHHHMX OpraHW3allii, OCYIIECTBISIONMX CBOM (YHKIMM HA OCHOBAHHH JIBYXCTOPOHHETO
noroBopa. CUCTEeMHBIH aJIMUHUCTPATOP HE WUMEET MOJHOMOYMU JUIS YIPABICHUS TOJCUCTEMAMH
00pabOTKH JaHHBIX U O€30MaCHOCTH.

CHCTeMHBIN aIMUHUCTPATOP O0JIAIaeT CISAYIONUM YPOBHEM JOCTYTIA U 3HAHUMNA:

— obnamaer 4acTbi0 MHPOPMAIMU O CUCTEMHOM M TMPUKIAJTHOM IPOrPaMMHOM OOECIICUeHUN
HUCIIdx;

— o0agaer 4acThio HHPOPMAIIUN O TEXHUYECKHX cpeacTBax U KoHpurypauun UCITIH;

— uMeeT PU3NUYECKUI JOCTYI K TEXHUYECKHM CpeACcTBaM 00paboTKu MHPOPMAIH U CPEACTBaM
3aIUTHL;

- 3HACT, I10 MEHBIIIeH MEpE, OAHO JICTAJIbBHOC UMS JOCTYIIA.

3.3. TpeGoBanus Kk nepcoHay no odecrneveHuIo
3amuThl I1{n

Bce corpynnuku Onepatopa, siBistoniuecs nosb3oatesnsiMu UCITJIH, 10KHBI 4€TKO 3HATH U
CTPOTO BBIMOJIHATH YCTAHOBJICHHBIE MTPaBHia U 00SA3aHHOCTH IO JOCTYMY K 3alIUIIaeMbIM 00BEKTaM
¥ COOJTFOICHUIO TIPUHSATOTO pesknMa Oe3omacuocta [1/1H.

[Ipn BcTymieHMM B JOJDKHOCTH HOBOTO COTPYJHHKA 3aMECTUTENb Jupekropa no YBP,
KypUPYIOIIMK HampaBleHHe paboThI JJAHHOTO COTPY/HMKA, o0si3aH OpraHu30BaTh €ro
O3HAaKOMJIEHHE  C  JO/DKHOCTHOM  HHCTpYKIMEH M HEOOXOJUMBIMH  JTOKYMEHTaMH,
pernaMeHTHpyromuMHu TpeboBanusa no 3aummte [IJIH, a Takxke oOyueHHUE HaBbIKAM BBINOJIHEHUS
npo1eyp, HeOOXOAUMBIX /ISl CAHKLIIMOHUPOBAaHHOTO Hcnonb3oBanus UCIT/H.

CoTpyIHUK TOJKEH OBITh O3HAKOMJIEH CO CBEIEHUSIMH Hacrosmiedl [lomuTuku, mpuHSTHIX
npouenyp padotsl ¢ anementamu MUCIIu u C3I11H.

Cotpyanuku Oneparopa, UCIOIb3YIOIINE TEXHUYECKHE CPEICTBA ayTeHTU(PUKAIUH, JOKHbI
o0ecreunBaTh COXPaHHOCTh UIEHTH(PHUKATOPOB (AMEKTPOHHBIX Kitoueil) u He gonyckate HCJL k HuM,
a Tak € BO3MOXXHOCTb WX YTE€PH WJIM HCIIOJIb30BAHMSA TpeThuMHU Juiamu. llomp3oBarenu HecyT
NEPCOHATBbHYIO OTBETCTBEHHOCTh 32 COXPAHHOCTb UAEHTU(PHUKATOPOB.

Cotpynnuku OniepaTopa AOMKHBI CIEAOBaTh YCTAHOBJICHHBIM IPOIEAYypaM TOIEP KaHMS
pexxuma OezomacHoctd [IJIH mpu BBHIOOpPE W HCMONB30BAaHUM Maposiei (ecau HEe MCIONb3YITCS
TEXHUYECKUE CPEICTBA AyTCHTU(PUKALINH).

Cotpynnuku OrmepaTopa OOMKHBI OOECHEYMBATH HAJICKAIIYIO 3alIUTy O0OpYyIOBaHUS,
OCTaBIIIEMOT0 0€3 MPUCMOTPa, OCOOCHHO B TEX CJydasX, KOrja B IOMEIICHHWE HMEIOT JIOCTYII
MOCTOPOHHUE IuIa. Bce moip3oBaTenu AOHKHBI 3HATh TpeboBaHus mo OezomacHoctu [I/lH m
MIPOIIEYPHI 3aIIUTHl 000PYIOBaHMSI, OCTABICHHOTO 0€3 MPUCMOTpa, a TakKKe CBOM OOS3aHHOCTH TIO
00ecrnevYeHnI0 TaKO! 3alUThI.

CoTpynHHMKaM 3ampelaeTcsl YCTaHABIMBATh ITOCTOPOHHEE IIPOrPaMMHOE oOOecreueHue,
MOJIKJIIOYaTh JIMYHbIE MOOWJIbHBIE YCTPOWCTBA MU HOCUTEIM MH(POpPMAIUH, a TaK e 3aluChIiBaTh Ha
HUX 3alIMIIaeMyI0 HH()OpMAIHIO.

CoTpyaHHMKaM 3ampelaeTcsl pasriamaTh 3alidiiaeMylo MHGOpMaluioo, KoTopas cTajla UM
U3BeCTHA Ipu paboTe ¢ nH(OpMaMOHHBIMU crucTeMaMu Onieparopa, TPEThUM JIUIIAM.
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[Tpu pabore ¢ I1In B UCII[In cotpymuuku OmepaTopa 00si3aHBI 00ECHEYUTH OTCYTCTBHE
BO3MO>XHOCTH npocMmoTpa IT/IH TpeTbumu munamu ¢ MOHUTOpoB APM ninm tepMuHaios.

ITpu 3aBepmienuu pad6otsl ¢ UCIIJIH coTpyaauku o0s3aHbl 3aUTHTG APM nu TepMHHAIIBI C
MOMOIIHIO OJOKHPOBKU KITFOYOM HIIM SKBHBAJIIEHTHOTO CPEJICTBA KOHTPOJIS, HAIPUMEP, JOCTYIIOM T10
MapoJIIo0, €CIM HE UCIIOIb3YIOTCS O0Jiee CUIbHbIE CPENICTBA 3AIUTHI.

Cotpynuuku Omeparopa IOKHBI OBITh HPOMH(DOPMUPOBAaHBI 00 Yrpo3ax HapyLICHHS
pexxuma OesomnacHoctd [I/IH M OTBETCTBEHHOCTHM 3a ero HapymeHue. OHHU  JIOJDKHBI  OBITh
03HAKOMJICHBI C YTBEPXKJIECHHOW (OPMAIIBHON TPOIeNypOil HAIO)KSHUS TUCIUTUTMHAPHBIX B3BICKAHUI
Ha COTPYJHHUKOB, KOTOPbIE HAPYILWIA IPUHATHIE IOJIUTUKY U Ipoueypsl 6e3onacHoctu I1/1H.

CotpynHuku o00s3aHBl  0€3 TPOMEUICHUs CcOoo0marh 000 BCEX HaOIOMaeMbIX WU
noA03puTeNbHbIX ciaydasx padotel MCII{H, mMorymux moBiedb 3a COO0OM yrpo3bl 0€30MacHOCTH
[TIH, a Takke O BBIABICHHBIX UMM COOBITHSX, 3aTparmBarommx Oe3omacHocTh [1/IH, pyKoBOACTBY
noJipa3fielieHusl U JIMIlY, OTBEYAIOIIeMY 3a HEMEUICHHOE pearrpoBaHUE Ha Yrpo3bl 0e30MacHOCTH
I1/1H.

3.4. OTBeTCTBEHHOCTH COTPYAHUKOB

B cootBercTBUM co cT. 24 DenepanbHoro 3akoHa Poccuiickoit ®enepaunu ot 27 utonsa 2006
r. Ne 152-®3 «O nepcoHanbHbIX AaHHBIX» (pen.29.07.2017 r.) nuua, BUHOBHBIE B HapyUICHUH
TpeboBanuit  nanHoro  dexepambHOrO0  3aKOHA,  HECYT  TPAXKIAHCKYIO,  YTOJIOBHYIO,
aJIMUHHUCTPATUBHYIO, JUCLUIUIMHAPHYIO W  HHYIO [PEAYCMOTPEHHYIO  3aKOHOJATEIbCTBOM
Poccuiickoit denepaiiyiu OTBETCTBEHHOCTb.

JeticTBytoiee 3akoHOAATEIbCTBO PD 1M0O3BOJIET MPEIBABIATh TPEOOBAHUS 110 OOECIICYCHHIO
Oe3omacHON paboThl ¢ 3amuIIaeMoil MHpOpMalKel W TpeaycMaTpPUBAET OTBETCTBEHHOCTh 3a
HapylIeHWE YCTAaHOBJIEHHBIX MpaBui 3Kciulyarauuu OBM u cucrem, HenmpaBOMEpHBIM TOCTyH K
uH(pOpMallMK, €CIM OSTH JEHCTBUS MNPUBEIM K YHMUYTOXKEHHUIO, OJOKUPOBaHUIO, MOIU(DUKALNN
UHOpPMALIUY WK HapylIeHu o padotel OBM wim cereit (ctarbu 272,273 u 274 YK PO).

Anmunuctpatopsl  6e3onacHoct  MCII/IH HecyT OTBETCTBEHHOCTh 3a BCE JIEHCTBHS,
COBEpUICHHbIE OT UIMEHM UX YYETHBIX 3aIllMCeil UJIM CUCTEMHBIX YUETHBIX 3allMCel, €Cliu He JoKa3aH
(akT HECAaHKIIMOHUPOBAHHOT'O MCIIOJIb30BaHUs YUETHBIX 3alTUCEH.

[Ipu Hapymenusix corpynnukamu Omnepatopa — noib3oBareneit UCIIJH npaBui, cBsS3aHHBIX
¢ OesomacHocThio IIJ[H, OHM HecyT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO JEHCTBYIOIIUM
3akoHoAarenbecTBOM Poccniickoit denepanun.



